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Abstract

We present a practical, versatile, and easy to implement distributed
key generation (DKG) protocol for discrete-logarithm keys that offers
strong, composable security and acceptable performance for real-world
committee sizes and network conditions. The protocol cleanly separates
the dealers, who contribute randomness or existing shares, from the recip-
ients, who obtain the output shares, enabling deployment patterns where
the protocol participants differ from the eventual key holders. It sup-
ports fresh key generation as well as resharing across epochs and commit-
tees, and accommodates a wide range of reconstruction and corruption
thresholds, including high-threshold and dual-threshold regimes relevant
to threshold-signature applications. We formalize security via a natural
ideal DKG functionality that samples a uniform sharing polynomial, elim-
inating any adversarial bias in the resulting public key and shares. This
simple notion enables secure composition with a wide variety of primitives
and schemes, allowing our protocol to act as a secure drop-in replacement
for a trusted key generation algorithm. Our DKG protocol is formulated
over an arbitrary total-order broadcast (consensus) layer; we describe an
implementation as a reporting plugin atop Chainlink’s OCR, 3.1 protocol.

1 Introduction

Distributed key generation (DKG) is the foundation that lets a set of mutually
distrustful parties create a shared public key with private key material split
across them. In this work we present a versatile DKG for a Shamir secret
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sharing [Sha79] of discrete-logarithm keys that is deliberately engineered for
practical deployments: it favors cryptographic simplicity over use-case-specific
optimizations, targets the network conditions and committee sizes that we actu-
ally see in production at Chainlink, and comes with strong, composable security
guarantees that make it a safe default in a wide range of applications.

Our design philosophy is to keep the cryptography as simple to implement
and auditable as possible, with minimal external dependencies; we prefer build-
ing from first principles over importing heavy stacks. We particularly want to
avoid re-solving consensus: modern consensus protocols are a commodity, so our
DKG is built as a reporting plugin for Chainlink’s Offchain Reporting (OCR) 3.1
protocol [BCCT25, BCK™24|, treating consensus as an external service rather
than as part of the DKG itself.

Performance is not the primary goal; the protocol only needs to be “reason-
ably efficient” for occasional invocations, say, at most once every 15 minutes,
on committees of size n € [16, 64].

With respect to network assumptions, we target partial synchrony and aim
for robustness under asynchronous scheduling; a protocol that is only secure in a
fully synchronous communication model is not acceptable, as it doesn’t capture
the reality of a wide-area distributed system.

On the security side, we insist on strong and composable security proofs.
We aim for versatility, ensuring secure composition with virtually any target
application. In particular, this means that neither the joint secret nor the
individual shares can admit biases that would force a per-use-case analysis about
its safe use in a particular settingﬂ

We also target versatility in terms of thresholds: we want the protocol to sup-
port (re-)sharing of secrets under any reconstruction thresholds ¢ < n tolerating
any number of corrupt parties f < t. This includes what is often referred to as
high-threshold (¢ > 2n/3, f =t — 1) and dual-threshold (¢t > 2n/3, f < n/3)
settings, the latter finding wide application for threshold signatures in consensus
protocols. For integration with consensus, we typically assume t < n — f.

From a functional perspective, the protocol must support a clean separation
between dealers, who contribute randomness or inputs to the protocol, and
recipients, who receive the shares. This enables deployment patterns where the
set of parties that runs the protocol differs from the set that later holds the key.

We further build in life-cycle features needed in long-running systems. The
protocol supports resharing to the same committee (e.g., to obtain proactive
security), to a different committee (e.g., to support churn in committee mem-
bership), or even across networks to replicate or back up a key. We want to
achieve proactive security [HJKY95], which is closely related to forward secu-
rity, whereby a compromise of party P in epoch T does not retroactively reveal

1For example, the bias inherent in Pedersen’s [Ped92] DKG protocol and many successors
is benign for Schnorr threshold signatures [GJKR07| but renders ECDSA threshold signatures
insecure [GS22a).



‘P’s shares from epochs earlier than 7.

Finally, the cryptographic embedding of the construction must be agnostic
of the elliptic curve that is used and must be easy to instantiate over both
pairing-friendly and non-pairing curves, so that deployments can switch elliptic
curves (or groups) without redesign.

Our DKG protocol. Our protocol is not new; it is essentially the “se-
cret bulletin board”-based construction from Boneh and Shoup [BS23| Sec-
tion 22.4.2] instantiated with Shoup’s recent simple verifiably encrypted secret
sharing (VESS) scheme [Sho25|. The latter is itself a variation on known cut-
and-choose verifiable encryption techniques [ASW00]. We mold the protocol to
accommodate the separation between dealers and recipients and to run on top
of any total-order broadcast channel among the dealers.

We then prove that this protocol realizes what is probably the most nat-
ural ideal functionality for DKG protocols: it simply hands each recipient an
evaluation of a uniformly random polynomial. E|

Finally, we describe how the protocol can be implemented as a reporting
plugin on top of the OCR 3.1 consensus protocol.

2 Preliminaries

For an integer n € N, we write [n] = {1,...,n} to denote the range of integers
from 1 to n.

Let k € N be the (symmetric-key equivalent) security parameter. All algo-
rithms below take 1” as an implicit input. Algorithms are said to be “efficient” if
they are probabilistic polynomial time in k. A function is said to be “negligible”
if it is asymptotically smaller than the inverse of any polynomial in &.

2.1 Secret Sharing

Vectors and polynomials. Let G be a multiplicative cyclic group of prime or-
der p with generator g. We adopt and extend the useful notation from [GS22Db] to

2The same functionality (modulo the separation between dealers and recipients) was de-
scribed by Katz [Kat24] as an “alternate” or “more natural” functionality to their main
functionality that lets the adversary choose corrupt parties’ shares. Katz argues that the
alternate functionality does not seem to have any practical disadvantages, while potentially
allowing for more efficient protocols. We would argue that it’s hard to predict future uses of
the protocol; in fact, it’s easy to come up with example applications that are secure with the
alternate functionality but insecure with their main functionality, e.g., a lottery where the
recipient with the smallest share or public key wins. Moreover, our protocol is sufficiently
efficient for the low-throughput settings that we envisage, so we prefer strong security and
application flexibility over better efficiency.



denote vectors of scalars s = (sg, ..., S,—1) and group elements g = (go, ..., gn—1)
using boldface, letting

511,—1)

g* = (9°°,...,9

)

and, for 3 € Zj,, by letting

g’ = (d,....d5 )

and .
g(ﬂ) — Hgi )
i=0

For equal-size vectors of group elements g,h, we define the component-wise
group operation
g-h = (90-ho,--s9n—1"hn-1);

the component-wise inverse operator / is defined analogously.
We occasionally overload notation by letting w(X) € Z,[X] denote the poly-
nomial with coefficients taken from the vector w, i.e.,

wX) = wotwr - X+...+wp1- X" €Z[X].

If £ = (z0,...,%m-1) € Z;', we define w(zx) to be the vector of values of the

polynomial w(X) evaluated at the values in x, i.e.,

(@) = (@(20), -, @(@m1)) -

Lagrange interpolation. For any set of n distinct evaluation points e =
(€0 -sen—1) € Zy, the Lagrange basis with respect to e consists of the unique
polynomials Ac ¢, (X) € Zy[X], ¢ = 0,...,n — 1, so that Ac,,(e;) = 1 and
Acc,(e;) =0 for all j # 4, ie.,

X —ej
Aee,(X) = J] =7
o, €T €y
Jj=0,j7#i
Ify; = w(e;) foralli = 0,...,n—1, one can rewrite w(X) as a linear combination

of the Lagrange basis as

n—1
w(X) = Y g Aee, (X)),
=0

which is easily seen from the fact that the right-hand side is the unique polyno-
mial of degree at most n — 1 that evaluates to y; in e; for all i =0,...,n — 1.

Shamir secret sharing. Shamir’s celebrated secret sharing scheme [Sha79]
shares a secret s € Z, over n parties P so that any coalition of at least ¢ parties



in P can reconstruct the secret, but any smaller coalition learns nothing about
the secret.

We assume that each party P € P is uniquely assigned to an element of
Zp \ {0}; this element could be defined by its index in the list P, by the party’s
public key, or by any other means. We will interchangeably use P to refer to
both the party and its assigned element of Z, \ {0}.

Shamir’s secret sharing scheme lets the secret owner choose a random poly-
nomial of degree t — 1

wX)=wo+w - X+ +w_1 X" eZ,X]

with w(0) = wg < s. It then hands to party P the secret share sp + w(P).

Let P’ C P be a subset of ¢ parties from P. Then the parties in P’ can
jointly reconstruct the secret as

s Z sp - Ap p(0) .
PP’

2.2 Hardness Assumptions

Definition 1 (Discrete logarithms) Let G be a cyclic multiplicative group
of prime order p with generator g € G. E| Consider the following game with an
adversary A:

o The experiment chooses Y <—¢ G and runs A on input Y.

o The adversary outpuls x € Z, and wins the game if Y = g*.

The advantage Advg}lc’f\(n) is the probability that A wins the game. The discrete

logarithm assumption is said to hold if Advgf’j(/ﬁ) 1s negligible for all efficient

adversaries A.

Boneh and Shoup [BS23] introduced the interactive computational Diffie-
Hellman (ICDH) assumption below as a refutable replacement for the (non-
refutable) assumptions that computational Diffie-Hellman (CDH) remains hard
when the adversary is given access to a decisional Diffie-Hellman (DDH) oracle.

Definition 2 (Interactive computational Diffie-Hellman [BS23|) The one-
or two-oracle interactive computational Diffie-Hellman (ICDH1 or ICDH2) prob-
lem in a cyclic group G of prime order p with generator g € G is defined through
the following game with an adversary A:

3For asymptotic security, we actually consider the group G as being selected from a family
of groups G(k); we simply write G for ease of notation.



o The experiment chooses a,b <—g Z,, computes A < g* and B < g%, and
runs A on input (A, B).

e In the ICDHI problem, the adversary can make an arbitrary number of
queries to a Diffie-Hellman oracle DDHL1 that, on input (X, Z), outputs
whether X* = Z.

e In the ICDH2 problem, the adversary additionally has access to an oracle
DDH2 that, on input (X, Z), outputs whether X® = Z.

e The adversary outputs C € G and wins if C = g*°.

The advantage functions Advg‘fi“l(n) and AdVE?E‘Q(I{) are given by the prob-

ability that A wins the ICDH1 and ICDH2 game above, respectively. We say
that the ICDH1 and ICDH2 assumptions hold if their respective advantages are
negligible for all efficient adversaries A.

2.3 Universal Composability

In the universal composability (UC) framework [Can01], the security of a proto-
col II is defined by comparing its execution in the real world with the execution
of an ideal functionality F in the ideal world.

The key idea is that an external environment £ interacts with the parties
executing the protocol and with the adversarial entity (either the real-world
adversary A or the ideal-world simulator §). The environment provides inputs
to the parties, receives their outputs, and can exchange arbitrary messages with
the adversary. In this way, & models any possible external context in which
the protocol might be executed, and the adversary models any possible attack
strategy.

In the real world, the adversary A controls the scheduling and delivery of
messages between protocol participants, can corrupt parties, and can interact
freely with the environment. We write Realg (k) to denote the probability
that the environment £ outputs 1 when interacting with the protocol IT and a
real-world adversary A.

In the ideal world, the protocol is replaced by an incorruptible trusted func-
tionality F. The environment still interacts with the adversary, but now the
adversary’s role is taken by a simulator S, which can only influence the inter-
action with F in limited ways (e.g., corrupting parties at the interface defined
by F). Let Idealg s(k) denote the probability that £ outputs 1 when interact-
ing with the ideal functionality F and an ideal-world adversary or simulator S.
The distinguishing advantage of (£,.4) against a simulator S is defined as

|Ideal£s(/s) - RealgA(/i) | .

In the hybrid world, all parties additionally have access to auxiliary ideal
functionalities G = (Gi1,...,Gm) as subroutines. The environment interacts



with a hybrid-world adversary A that interacts with the protocol A and the
ideal subfunctionalities G. We denote the probability that the environment
outputs 1 in this setting as Hybridg/Ag (k). The advantage of (£,.A) against a
simulator S is defined as

| Idealf s(x) — Hybridy/{ (x) | .

Completeness. As our protocols are in the asynchronous network setting, an
interactive protocol cannot securely realize an ideal functionality that guaran-
tees liveness, i.e., that guarantees that all honest parties obtain their outputs.
Without a bound on when messages get delivered, or even a guarantee that they
get delivered at all, progress is entirely in the hands of the adversary. At the
same time, an ideal functionality that does not guarantee liveness is trivially
realized by a “mute” protocol that simply doesn’t do anything.

Rather than introducing the complex machinery to add a concept of time
to the UC framework [KMTZ13], we follow [SS24] in seeing completeness as
a separate property of the protocol that must hold eventually, i.e., when all
messages between honest parties have been delivered.

For each ideal functionality, we will therefore define completeness through a
game where the adversary arbitrarily schedules message to be delivered in an
arbitrary order. The adversary wins if it has delivered all messages sent between
honest parties and the protocol state violates the stated completeness condition;
the protocol is complete if all efficient adversaries have negligible probability of
winning this game.

3 System Model

Parties and communication channels. Remember our goal to create a
simple and versatile distributed key generation and re-sharing system, that can
be used securely in a wide variety of settings.

Each instance of the DKG protocol is either a generation instance or a re-
sharing instance. In a generation instance, a group of np dealers D, up to fp
of which may be corrupt, jointly generate a freshly generated secret s. They
deal the secret so that each recipient R of a group of ng recipients R, up to fgr
of which may be corrupt, obtains a share sz of the secret, so that a threshold
tr shares are needed to reconstruct the secret.

Even though we treat the sets of dealers and recipients as separate sets here,
they do not have to be disjoint: a party can act as a dealer and as a recipient
in a single protocol instance. Our model covers the setting with a single set of
parties D = R as a special case.

At the start of a re-sharing instance, each dealer D € D already owns a
share sp of a secret s with reconstruction threshold ¢tp. That share may be



the outcome of a previous DKG instance where the current dealers acted as
recipients, or may have been obtained out-of-band. At the end of the protocol,
each recipient R € R obtains a share s/, of the same secret s with reconstruction
threshold tg. We stress that tg does not have to be equal to tp, i.e., the secret
may be re-shared under a different threshold among the recipients than it was
originally shared among the dealers.

The dealers D communicate exclusively through a total-order broadcast (i.e.,
consensus) channel, e.g., a blockchain. We make no assumptions on the com-
munication channels available to the recipients R; our protocol doesn’t require
them to send any messages at all. In particular, the recipients don’t have to
have insight into the dealers’ broadcast channel. This enables use cases where
the recipients are not yet online, or are air-gapped backup devices.

Each party P locally generates a verification and signing key pair (vkp, skp)
for a digital signature scheme and an encryption and decryption key (ekp, dkp)
for a public-key encryption scheme. We assume that all parties are securely
provisioned with the public keys (vkp, ekp) of all parties P € D UR.

We consider static corruptions, meaning that the adversary announces at
the very beginning of the game which parties it wants to corrupt.

DKG protocol suite. A distributed key generation (DKG) protocol suite con-
sists of two interactive protocols Deal and Reshare and two algorithms VerifyDealing
and Receive:

e To start a generation instance of the DKG protocol, the dealers D run
the dealing protocol Deal. Each dealer D € D starts the protocol on input
the dealers D, the recipients R, the recipients’ recovery threshold tg, all
dealers’ and recipients’ public keys (vkp, ekp) for P € DUR, and its own
private keys (skp, dkp).

At the end of the protocol, all honest dealers output the same dealings
package pkg.

e To engage in a re-sharing protocol instance of a secret s that is ¢tp-out-of-
np shared among the dealers D, the dealers run the re-sharing protocol
Reshare. Each dealer D € D starts the protocol on input the groups of
dealers D and recipients R, the dealers’ and recipients’ recovery thresholds
tp and tg, all dealers’ and recipients’ public keys (vkp, ekp) for P € DUR,
its own private keys (skp, dkp), and its own secret share sp.

Just like in the Deal protocol, the honest dealers finish the protocol by
outputting the same dealings package pkg.

e The VerifyDealing algorithm verifies a dealings package pkg based on the
public keys (vkp, ekp) of all involved parties P € DUR.

If the dealing package is valid, the VerifyDealing algorithm outputs the
overall public key pk and the partial public key pky of all recipients R €
R.



e Upon obtaining and verifying the dealing package pkg, each recipient R
locally runs the Receive algorithm on input pkg and its decryption key
dkr to recover its secret share sx.

4 Ingredients

4.1 Verifiable Secret Sharing

Verifiable secret sharing (VSS) allows parties in a secret sharing scheme to verify
that they received a valid share.

In Feldman’s VSS scheme [Fel87], the dealer of a secret s € Z,, first proceeds
as in Shamir secret sharing, choosing a random polynomial w(X) € Z,[X] of
degree t — 1 with w(0) = s. He then computes the Feldman commitment C' to
w given by

C + g*

and securely broadcasts C' to all parties. To each recipient R € R, he sends
the secret share sg = w(R) over a secure point-to-point channel. Recipient R
can verify the correctness of its share by checking that

c® — g .

4.2 Digital Signatures
A digital signature scheme DS consists of the following algorithms:

(pk, sk) <—g Keygen(): The key generation algorithm outputs a public key pk
and a corresponding secret key sk.

o <g Sign(sk, m): The signing algorithm uses the secret key sk to sign a mes-
sage m and produces a signature o.

0/1 < Verify(pk, m,o): The verification algorithm verifies a signature o with
respect to a public key pk and a message m and outputs 1 if it is valid, 0
if it isn’t.

Correctness requires that for all messages m and all honestly generated key

pairs (pk, sk), Verify(pk, m, Sign(sk, m)) = 1 with probability 1.

Definition 3 (Existential unforgeability [GMRSS8|.) Ezistential unforge-
ability against chosen-message attack (uf-cma) of a digital signature scheme
DS = (Keygen, Sign, Verify) is defined through the following game with an ad-
versary A:

e The experiment generates (pk, sk) <—g Keygen() and runs A on input pk.



Functionality Fiep,

Initialize pool <+ 0, let ledger be an empty array, set head < 0, and set
delivered|[P] < 0 for all P € P.

e Upon input (sid, broadcast, m) from party P, add (P, m) to pool and
send (sid,broadcast, P, m) to the adversary.

e Upon input (sid, schedule, P, m) from the adversary, check whether
(P,m) € pool and that (P, m) & ledger. If so, remove (P, m) from
pool, increment head by 1, and set ledger[head] < (P, m).

e Upon input (sid,deliver,P) from the adversary, check that
delivered|P] < head. If so, increment delivered[P] by 1 and output
(sid,deliver, ledger|delivered|[P]]) to P.

Figure 1: Total-order broadcast functionality.

o The adversary A can make an arbitrary number of queries to a signing
oracle Sign(sk, ).

e The adversary outputs m,o and wins if Verify(pk, m,o) =1 and A never
submitted m to its Sign oracle.

The advantage Advg;ﬂa(m) is given by the probability that A wins the game.
The scheme DS s said to be uf-cma secure if this advantage is negligible for all
efficient adversaries A.

4.3 Total-Order Broadcast

A total-order broadcast protocol implements a broadcast channel that guaran-
tees that all parties receive the same messages in the exact same order. All
parties can submit messages to the broadcast channel; the order in which they
appear on the broadcast channel is determined by the adversary.

We present an ideal functionality for total-order broadcast in Figure [1} It
maintains the messages that appeared on the channel in an array ledger. All
parties can submit messages for broadcast using the broadcast interface, but
the scheduling of messages on the channel is completely in the hands of the
adversary through the schedule interface. The adversary also schedules the
(in-order) delivery of messages to individual recipients through the deliver
interface.

The completeness condition for Fiop requires that, if an honest party P
broadcast a message m, or an honest party outputs a message (P, m), then all
honest parties eventually output (P, m).

10



Functionality F.Y.

Crs
e On initialization, choose crs - Y.

e Upon input (sid, query) from a party P, output (sid, crs) to P.

Figure 2: Functionality for a common reference string with range Y.

Functionality FX =Y

e Upon input (sid, m) with m € X from a party P, check whether T'[m]
is already defined; if not, set T'[m] +—¢ Y. Output (sid, T[m]) to P.

Figure 3: Functionality for a random oracle with domain X and range Y. If
the domain is X = {0,1}*, we also refer to the functionality as F.Y.

In practice, the Fiop can be implemented using a consensus protocol that
is run by the parties themselves (in which case less than a third of the parties
can be corrupt), or by an external set of parties (e.g., as a blockchain) that the
current parties interact with. Section [§] explains how to realize Fiop with an
oracle network that runs OCR 3.1 [BCK™24].

4.4 Other Subfunctionalities

Our protocol also relies on the standard ideal functionalities for a common
reference string F,s, random oracles F,,, and a public-key infrastructure Fp;
depicted in Figures and [l respectively. The latter two keep an initially
empty table T' to ensure consistency in their responses.

The F,o and F,s functionalities only have interfaces that produce immediate
outputs, so they do not have a completeness condition. For Fpxi, the complete-
ness condition requires that if any party P registers its public key pk and an
honest party P’ looks up the key for P, then P’ eventually outputs (P, pk).

Functionality Fpki

e Upon input (sid, register, pk) from party P, check whether T[P] is
already defined; if not, set T[P] + pk.

e Upon input (sid, lookup, P) from party P’, send a public delayed out-
put (sid, P, T[P]) to P’.

Figure 4: Functionality for a public-key infrastructure.

11



4.5 Multi-Recipient Encryption

A multi-recipient encryption (MRE) scheme enables a sender to encrypt n dif-
ferent messages to n different recipients in a single ciphertext. The hope is
that the ciphertext can be shorter or cheaper to encrypt or decrypt than the
concatenation of n separately encrypted ciphertexts.

We recall the MRE scheme suggested by Shoup [Sho25]; we simply refer to
it as the MRE scheme here. Just like the DKG protocol, it uses a cyclic prime-
order group, but it doesn’t have to be the same group as the DKG protocol uses.
To distinguish both groups, we describe the MRE scheme in a group G of prime
order p and with generator g. Of course, one can always use (G, p, g) = (G, p, g).

The scheme also uses a hash function Hepe : {0,1}* — {0, 1}¢, where £ is the
length of the encrypted messages.

Key generation. (ek,dk) < Keygen(): Each recipient generates a private
decryption key dk <-¢ Zp and computes the corresponding public encryption
key ek + g.

Encryption. E <g Encrypt(ek, m, ad;r): To encrypt a vector of messages
m = (mq,...,my) to public keys ek = (ekq, ..., ek,) with associated data ad
and randomness r < Zjp, the sender computes

Eo«+g"

E; < m; ® Hene(ad, i, ek;, Eg, ek) fori=1,...,n

E (EQ,El,...,En) .

Decryption. m; < Decrypt(dk;,i, E, ad): To decrypt its message component
from a ciphertext E, recipient i computes

m; < E; ® Hene(ad, i, ek;, FEo, Egki) .

Completeness. One can easily check that if an honest recipient generates a
key pair (ek*, dk*) and an honest sender encrypts a message m = (mq, ..., my,)
with associated data ad to ek = (ekq,...,ek,) with ek; = ek™ to produce a
ciphertext E, then Decrypt(dk;,i, E, ad) returns m;.

4.6 Cut-and-Choose Verifiably Encrypted Secret Sharing

The following cut-and-choose verifiably encrypted secret sharing (VESS) scheme
by Shoup [Sho25]|, that we simply refer to as the VESS scheme here, works for
any cyclic group g of prime order p with generator g and any multi-recipient
encryption scheme MRE with message length ¢ = [log,(p — 1)].

It is parameterized by the (symmetric-key equivalent) security parameter
k € N, the number of recipients n, the recovery threshold ¢t with 0 < ¢t < n, a

12



repetition parameter N € N and a subset size parameter M with 0 < M < N
so that 1/ ( ]\]\/;) is negligible. It uses three hash functions

t . * t
Hip {0,1} = Z, x Z!
Heomp : {0,1}* — {0,1}%%

oo ().

where ([]\]\9) denotes the set of all subsets of [N] = {1,...,N} of size M. A
practical implementation for Hixp could use an extendable-output hash function
XOF such as SHAKE-256 and let H._ (-) be defined by drawing as many bits
from XOF(¢,-) as needed.

The scheme also uses a common reference string crs sampled uniformly
from G that is an implicit input to all algorithms. In practice, crs can be
set to the output of a hash function with range G modeled as a random oracle.
We will use the crs as a public key “in the sky” for the MRE scheme, meaning
that no party knows the corresponding decryption key in the real protocol, but
that the simulator can program in the security proof to extract any message
that was “encrypted to the sky”.

All hash functions above are modeled as independent random oracles; do-
main separation must be used if they are implemented through a common,
real-world hash function.

Key generation. (ek,dk) <g Keygen(): Each recipient R; € R generates a
key pair for the MRE scheme through MRE.Keygen() to generate an encryption
and decryption key pair (ek;, dk;).

Dealing creation. D < Deal(s, R, t, ekr, ad): To create a publicly verifiable
t-out-of-n sharing of a secret s € Z, to a list of n recipients R with public
encryption keys ek and associated data ad, the dealer

e chooses a random polynomial w(X) € Z,[X] of degree t — 1 with w(0) =
Wop = S,

e computes C + g“,

e for k = 1,..., N, chooses an expansion seed seedj < {0,1}" and com-
putes

(rg, wh) Héxp(k7 seedy,, ad)
C). g“’;f
ek — ekr || crs
m <+ wi(R) || {w})

E\ + MRE Encrypt(ek, m, ad;ry)

13



where we use || to denote appending an element to the end of a vector, and
we use (w},) to denote an encoding of w}, interpreted as a single component,
and where we use MRE .Encrypt(...;rx) to denote MRE encryption using
randomness ry,.

e computes
h + Hcomp(C”l,El,...,C;V,EN,ad)

and computes the challenge set S as

S+ Hen(ad,C,h) ,
e fork=1,..., N,
— if k € S, computes w) + w + w) and sets the response
p (Wi, B)
— if kK € S, sets the response pj < seedy,
e lets p «+ (p1,...,pn) and outputs the dealing
D+ (C,h,p) .

Dealing verification. b < VerifyDealing(D, R, tr, ekr, ad): To verify a deal-
ing D = (C, h, p), the verifier

e checks that C € G'r,
e recomputes the challenge set S < He,(ad, C, k),
o for k=1,..., N, recomputes (C}, Ej) by
— if k € S, parsing pi, = (w}, Ex) and recomputing
Cj. + g*F/C,
— if k € S, parsing p; = seed), and recomputing
(T, w},) < Héxp(k, seedy, ad)
C), « g"";v
ek <« ekx || crs

m « wi,(R) || (w})
Ej, +— MRE.Encrypt(ek, m, ad;ry)

e checks that
h = Heomp ’1,E1, .. .,C’N,EN, ad)

and returns 1 if so, otherwise returns 0.

14



Decryption. sg < Decrypt(dkgr,D,R,ad): To decrypt its share sg from a
dealing D = (C,h, p), recipient R € R recomputes the challenge set S «+
Hen(ad, C, h), and for k € S

e parses p; = (W, Ey),

e decrypts
s + MRE.Decrypt(dkr,i, Ey, ad)

where 7 is the index of R in R,

e computes

s+ wi(R) — 8% ,

e verifies the validity of the share by checking that
VESS VerifyShare(sg, D,R) =1 .

If so, it returns sz and halts, otherwise it proceeds to the next k € S.
If this fails for all £ € S, decryption fails; this happens with negligible
probability because 1/ 1\]\/;) is negligible.

Share verification. 0/1 < VerifyShare(sg,D,R): To check whether a share
sk is recipient R’s correct share for the dealing D = (C,h, p), one checks
whether

R = c®

and outputs 1 if so, or outputs 0 if not.

Soundness. An adversary A breaks the soundness of the VESS scheme if it
can create a valid dealing D = (C, h, p) so that decryption fails for some honest
recipient R or so that the encryption to the CRS does not yield a polynomial
w such that C = ¢g*. (Note that if a recipient successfully decrypts its share, it
always obtains a share si such that ¢°® = C(R).)

To do so, the adversary must have used MRE ciphertexts with an invalid
message encrypted to at least one honest recipient R or the CRS for all k& €
S = Hen(ad,C,h), but must have used a valid encryption of s% such that
g*r = g@¥(R)/C™®) or of an incorrect polynomial (w},) to the CRS for all
k¢gsS.

Let’s assume that no collisions (i.e., different inputs mapping to the same
output) occur in Heomp; the probability of a collision appearing in Heomp if
A makes at most qg random-oracle queries is at most ¢%/22%. Every query
S = Hen(ad, C, k) therefore corresponds to at most one query h = Hcomp(Cll,
E,,...,C’y,Ey,ad). The ciphertexts Ei,..., Ex can be divided in “good”
ciphertexts E that for all honest recipients R € HR decrypt to a correct share

s such that C’;C(R) = 9592 and that the CRS decrypts to a correct polynomial
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w), such that C). = g“’;v7 and “bad” ciphertexts Fj that do not decrypt correctly
for at least one honest recipient or the CRS. For the zero-knowledge proof to be
valid, E\ has to be a good ciphertext for all £ ¢ S. For the ciphertext to not
be decryptable by at least one honest recipient, E; must be a bad ciphertext
for all k € S.

For each value h, there is therefore only a single outcome for S that enables
the adversary to create a valid but not decryptable VESS dealing. The proba-
bility that He,(ad, C, h) hits exactly that value S is 1/ ( J\A}), the probability that
the adversary succeeds at least once in at most gy random-oracle queries is at
most qu/ (AA;) Overall, we therefore have that the soundness error is at most

@

2K N
2 (w)
Completeness. One can easily check that if

e a set of honest recipients R € H'R generate key pairs and

e an honest dealer creates a dealing D = (C| h, p) of a secret s to recipients
R2OHR,

then

e the dealing D is valid according to VerifyDealing, and

e all honest recipients R € HR decrypt it to a valid share sk such that
c® — g°R.

5 The DKG Protocol Suite

We present a full DKG protocol suite based on the VESS scheme from the
previous section and the “secret bulletin board” DKG protocol from [BS23],
Section 22.4.2; we’ll simply refer to it as the DG protocol suite here.

We assume that all participants in a dealing or resharing protocol agree on
a unique identifier 4id for the protocol instance. The protocol uses a variable-
output-length hash function H4.,, : {0,1}* — {0,1}%, modeled as a random
oracle.

Note that all random oracles are considered local to the protocol instance,
including those in the VESS and MRE scheme. In a real-world implementation
using a hash function, this is most easily realized by prepending the instance
identifier #d to the hash argument for Hcomp and Hey, and by prepending did
and the iteration counter k to the hash arguments in H,,, and Henc.
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Dealing protocol.
pkg <5 Deal(iid, D, fp, R, fr.tr, vkDUR, €kDUR, D, skp, dkp)

Let np = |D| and nr = |R|. Each dealer D € D

e chooses a random secret sp <—g Z, and creates an “inner” dealing that
tr-out-of-ngr secret-shares sp to the recipients R

IDp <3 VESS.Deal(sp, R, tr, ekr, ad)

as described in Section with ad = (iid,inner, D, attempt), where
inner is some fixed string and attempt is a counter of re-sharing attempts
that is set to zero in a fresh generation,

e chooses a second random secret zp <—g Z, and creates an “outer” dealing
that (fp + 1)-out-of-np secret-shares zp to the dealers D

ODp g VESS.Deal(zp, D, fp + 1, ekp, ad)

with ad = (#d, outer, D, attempt), where outer is a fixed string different
from inner and attempt = 0,

e encrypts the inner dealing as
EIDp + Hi,.(iid, D, 2p) @ IDp (1)
with £ = |IDp],

e signs and broadcasts (ODp, EIDp) to all other dealers.

Each dealer D compiles the list L of the first fp+ 1 dealings (ODp, EIDp/)
that appear on the broadcast channel that

e are validly signed by different dealers D’ € D, and
e have valid outer dealings, i.e.,
VESS VerifyDealing(ODp/, D, fp + 1, ekp, ad) = 1

for ad = (iid, outer, D', attempt).

We will ambiguously use L to denote the list of dealings as well as the list
of dealers D’ whose dealings appear in L; it should be clear from the context
which is meant. Note that, because of the total-order broadcast and the public
verifiability of the outer dealings, all dealers compile the same list L.

Once the list L has been compiled, each dealer D
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e decrypts its decryption key shares zp/ p for all D’ € L as
zpr p < VESS . Decrypt(dkp, ODp, D, ad)
for ad = (iid, outer, D', attempt), and

e signs and broadcasts (zp/ p)prer to all dealers.

When some dealer D receives a tuple of decryption key shares (zp p+)prerL
from dealer D* on the broadcast channel, it verifies the signature by D* and
verifies the shares by checking that

VSSS.VerifyShare(zD/,p*, OD'D/,D*) =1

for all D’ € L.

When it has received valid tuples of decryption key shares from any subset
of fp + 1 different dealers D* C D, dealer D, for all D’ € L,

e reconstructs the decryption keys zp/ as

Zpr 4— Z A'D*,D* (0) * Zpr D+ (2)
D*eD*

e recovers the inner dealing as
IDpr < H..1(iid, D', 2p1) @ EIDp (3)
with ¢ = |EIDp/|, and
e verifies the inner dealing by checking that
VESS VerifyDealing(IDp, R, tr, ekwr, ad) = 1
with ad = (iid, inner, D', attempt), and if so, adds IDps to an initially

empty set L.

Note that the set L’ must have at least one dealing in it, as at least one dealing
in L was created by an honest dealer. Also note that all dealers will construct
the same set L’ by the deterministic verification.

The dealer D then composes the list of inner dealings
ID < (IDD/)DIELI

and broadcasts a signature on ID. When it has received valid signatures on
ID from fp + 1 different dealers in D, it bundles the signatures into a vector o
and creates the dealing package pkg + (ID, o, attempt), where the attempt
counter attempt is included so that recipients can reconstruct the associated
data ad used in the inner dealings.
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Verification and public-key extraction.
(y,yr) ¢ VerifyDealing(pkg, D, fp, R, vkp)

To verify a dealing package pkg = (ID, o, attempt), one verifies that o contains
valid signatures on ID by fp + 1 dealers in D.

To extract the generated master public key y and the recipients’ partial
public keys ygr, R € R, one parses ID = (Cp, hp, pp)peyr’-

For the dealing package resulting from a fresh dealing, one computes
c«+ ][ ¢o.
DeL’
while for the dealing package resulting from a re-sharing, one computes
A ’ 0
C «+ H Crr 20
DeL’
The master and partial public keys are given by
y+ C ©

yg — C®) .

Resharing protocol.
pkg < Reshare(iid, D, fp,tp, R, fr,tr, vkDUR, €kDUR, D, skp, dkp, Yy, Yp,5D)

The Reshare protocol takes a secret s that was previously tp-out-of-np secret-
shared to the dealers D, meaning, it was freshly generated or re-shared in a
previous protocol instance where the dealers D acted as the recipients. It then
tr-out-of-ng re-shares this secret to the new recipients R.

In addition to the inputs of the Deal protocol, the Reshare protocol also
takes:

e the reconstruction threshold ¢p under which the secret was previously
shared among D,

o the master public key y = ¢° and the partial public keys yp of the previous
(re-)sharing of the secret, and

e this dealer D’s secret share sp.

The Reshare protocol is identical to the Deal protocol above, except that
each dealer D

e keeps an attempt counter attempt and list of banned dealers B that are
initially set to zero and empty, respectively;
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e secret-shares its ezisting share sp, rather than a random element of Z,;

e includes attempt in the associated data for the inner and outer dealings,
i.e., ad = (iid, inner, D, attempt) and ad = (iid, outer, D, attempt);

e keeps an initially empty set of “banned” dealers B and compiles the list L
by collecting dealings from tp different dealers in D \ B, rather than from
fp + 1 different dealers in D,

e when verifying the inner dealing IDp: = (Cpr, hp/, pps) received from
dealer D’, adds a check that

C%)/) =Y,

e if an inner dealing IDp/ by dealer D’ is found to be invalid, adds D’ to the
banned dealers B, discards all dealings, increments attempt, and restarts
the dealing protocol with the updated set B.

Receiving.
SR Receive(iid, D, fD; R, fR7 tr, UkD, R7 dkR, pkg)

Recipient R € R parses the dealing package pkg = ((IDp)pcy’, o, attempt)
and

e verifies that the signatures o are valid signatures by fp+1 different dealers,

e decrypts each dealing by D € L’ separately to recover
spr < VESS.Decrypt(dkr, IDp, R, ad)
with ad = (iid, inner, D, attempt),
e if pkg is the outcome of a fresh dealing, computes its share as
SR Z SDR
DeL’

and if pkg is the outcome of a resharing, computes its share as

Note that the VESS.Decrypt algorithm in the second step above will verify
each sub-share sp g with respect to the polynomial commitment Cp in IDp.
Alternatively, one could proceed optimistically and decrypt without performing
that check, only to verify the final share sg against the partial public key yx.
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Functionality Fake

Upon input (sid, generate) from an honest dealer D € HD:

e If an output has already been produced for this instance, ignore this
input.

e Choose w(X) g Zp[X] <y, and compute C < g¥.

e Send a delayed output (sid, C,w(R)) to each recipient R € R and
send (sid, C) to the adversary.

Upon input (sid, reshare, sp) from a dealer D € D:

e If an output has already been produced for this instance, ignore this
input.

o If 5P +£ C(D), ignore this input.

e If there is now a set L of tp different dealers that successfully called
this interface,

— interpolate the secret as s <= > o AL,p/(0) - spr,

— choose w'(X) g Zp|X] <ty with w’(0) = s and compute C’ +

g,

— send a delayed output (sid, C’,w’(R)) to each recipient R € R
and send (sid, C’) to the adversary.

Figure 5: Distributed key generation (DKG) ideal functionality.
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6 Security Analysis

6.1 Ideal Functionality

Our ideal functionality Fqig is described in Figure[5l It is essentially a variant of
Katz’ “fully secure” functionality ]?Key(;en [Kat24] that secret-shares a uniformly
distributed secret through a uniform polynomial. Our Fgi, functionality adds
the separation between dealers and recipients, as well as an interface to re-share
existing shared secrets.

An instance of the Fqi can be either a generation instance or a re-sharing
instance. In the former case, the dealers can only invoke the generate interface
that initiates the generation of a fresh secret and secret-shares it among the
recipients. In the latter case, the dealers can only invoke the reshare interface.
They each provide as input a share of an existing, pre-shared secret that is re-
shared among the recipients. The pre-shared secret may (but doesn’t have to)
be the outcome of a previous instance of Fqx, where the current dealers acted
as recipients.

A generation instance of Fqxg is identified by a session identifier
sid = (generate,D, fp, R, fr,tr, sid’)

that is agreed upon by all participants before the start of the protocol. It is
composed of the following items:

e the instance type generate, indicating that this is a generation instance
that only allows invocation of the generate interface,

e the set of dealers D and the tolerated number of corrupt dealers fp, with
fo <np =D,

e the set of recipients R, the tolerated number of corrupt recipients fgr, and
the reconstruction threshold tg under which the generated secret must be
secret-shared among the recipients R, with fr < tg < ng = |R/|,

e an arbitrary string sid’, to ensure uniqueness of the session identifier.

As soon as the first honest dealer invokes the generate interface, the func-
tionality generates a random polynomial w of degree tg — 1 and sends each
recipient R € R a delayed output containing its share w(R) and the Feldman
commitment C' = g* for the polynomial w. The adversary obtains C' and gets
to determine the timing for the delivery of each delayed output.

We recall that a delayed output to a party P means that the functionality
hands the adversary the identity of P and a unique handle for the output, but
not its contents. The adversary can arbitrarily schedule the delivery of these
outputs by calling a dedicated delivery interface with the output handle.
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Similarly, a re-sharing instance of Fqi, is identified by a tuple
sid = (reshare,D, fp,tp,C, R, fr,tr, sid")

with most of the same components as in the generation case, but

e the instance type reshare ensures that only the reshare interface of this
instance can be invoked,

e the reconstruction threshold ¢tp and Feldman commitment C' = ¢* using
which the existing secret is secret-shared among the set of dealers D, with

fo <tp < np.

To invoke the reshare interface, each dealer D has to provide a share sp of a
pre-existing secret that is tp-out-of-np shared among the dealers with Feldman
commitment C', where tp and C' are specified in the session identifier.

When tp dealers D invoked the reshare interface with a valid share sp such
that ¢g°? = C'(D)7 the functionality reconstructs the secret s through interpola-
tion and chooses a random polynomial w’ of degree tg — 1 to re-share the secret
among the recipients R. It sends a delayed output to each recipient R € R
containing its secret share sj, = w’(R) and the Feldman commitment C’' = g*'.

Corruption model. We assume a static corruption model whereby the adver-
sary, at the beginning of the game, chooses fp corrupt dealers CD C D and fgr
corrupt recipients CR C R. We define the set of honest dealers and recipients
as HD + D\ CD and HR + R\ CR, respectively. We also define the set of
corrupt parties C < CD UCR and the set of honest parties H < HD U HR.

In most practical applications, one would set the number of corrupt parties
to their maximal values, namely fp = tp — 1 and fr = tg — 1. There are
situations, however, where smaller values for fp or fr can be appropriate. For
example, if the reconstruction threshold is externally fixed, it may be beneficial
to accept a lower corruption threshold for a more efficient protocol. Also, con-
sensus protocols are inherently restricted to f < n/3, but can benefit greatly
from threshold signatures with a reconstruction threshold ¢ = n— f > 2n/3 (the
so-called dual-threshold setting).

The ideal functionality also supports so-called high-threshold settings with
tp > np—fp or tg > nr— fr. In such cases, completeness cannot be guaranteed,
since all honest parties together do not have sufficient information to reconstruct
the secret. Nevertheless, high-threshold configurations can be meaningful in ap-
plications where completeness is only a secondary concern, for example, in key
escrow when the policy intentionally requires a super-majority, or in settings
where completeness can always be restored by re-sharing to a different commit-
tee of participants.

Completeness. The functionality from Figure [5| guarantees that if an honest
party outputs a share, then it is a correct share, but it does not guarantee that
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parties receive anything at all in the first place.

In any execution with at most fp corrupt dealers and at most fr corrupt
recipients, suppose that eventually all messages sent by honest parties are de-
livered by the adversary. We say that the DKG protocol satisfies completeness
if

1. if the protocol instance is a generation instance and at least fp + 1 honest
dealers invoke generate, then every honest recipient R € H'R eventually
outputs a share (sid, C, sg), and

2. if the protocol instance is a re-sharing instance and at least tp honest
dealers D € D invoke reshare with inputs sp such that c? = g°?, then
every honest recipient R € HR eventually outputs a share (sid, C’, s).

6.2 Simulator

We present a simulator S for the DKG protocol suite in Section [5| in the
(Ftobs Ferss Fro, Fpki)-hybrid model. In particular, the common reference string

crs is modeled through a subfunctionality ]-"gs, and the hash functions HY, .,
Ht

{0,1}*
cxp7 ro )

t
» XZ4

[N] 0
o , ]-'r(OM ), and ]_-r{oo b described by Figure respectively. We note that
all instances of F.s and F,, are independent, local functionalities.

Hen, and ngal are modeled as random-oracle subfunctionalities

The simulator S generates signature key pairs (vkp, skp) and encryption
key pairs (ekp, dkp) for all honest parties P € H and registers (vkp, ekp) in
Fpki- The adversary registers (vkp, ekp) for all corrupt parties P € C.

L
Let Tyeal be the table kept by the instance of the flf{oo’l} functionality that
models the random oracle 7Hf;ea1. The simulator simulates the common reference
string crs generated by FC. so that it knows its discrete logarithm with respect

Crs
to g.

We first focus on a fresh key generation protocol instance. The simula-
tor S simulates all honest dealers D € ‘HD by letting them broadcast a dealing
(ODp, EIDp), where ODp is an honestly created outer dealing, but EIDp is
just a random string of the appropriate length.

When fp+1 validly signed dealings (ODp, EIDp) by different dealers D € L
have appeared on the broadcast channel, the simulator performs the following
two steps for each corrupt dealer D € LNCD. First, it decrypts the inner dealing
IDp < EIDp®Tyea[D, 2p| by looking up (or creating, if it doesn’t yet exist) an
entry Tyeal[D, zp] such that g*? = D%)), where ODp = (Dp, hp, pp). Second,
the simulator verifies the inner dealing IDp and, if it is valid, recovers the
polynomial wp by using the discrete logarithm of c¢rs to decrypt the encryption
“to the sky” of wp, ;, computing wp « wi ; — wp , and checking that Cp =
g“? for some k € Sp. (If no such k can be found, S aborts.)
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When S receives from Fai, a message (sid, C) as well as messages (sid, C, sgr)
for all corrupt recipients R € CR, S programs the random oracle for Hgea
with inner dealings by honest dealers so that the final polynomial commit-
ment turns out to C. To do so, it first removes from the list L any corrupt
dealers who included an invalid inner dealing in their dealings. For all hon-
est dealers D € L N HR, except one honest dealer DeLNHR,S gener-
ates an honest inner dealing IDp for a random polynomial wp and programs
T4eal|D, 2zp] < IDp & EIDp. (Remember that, since there are at most fp cor-
rupt dealers, there must be at least one honest dealer in L.) For the final honest
dealer 25, S creates a simulated dealing with polynomial commitment

Cr<c/ [ Co
DeL\{D}

encrypting to all corrupt recipients R € CR

S@7R — SR — Z wp (R)
D'eL\{D}

and encrypting zero to all honest recipients. It does so by creating a simulated
transcript for the cut-and-choose protocol by programming Hc, and program-
ming Tyea[D, 2p) <= IDp @ EID .

The simulator lets the honest dealers perform the rest of the protocol hon-
estly, revealing decryption shares for outer dealings, broadcasting signatures on
the dealings package, and sending the resulting certified dealings package to all
recipients as prescribed by the protocol.

For a re-sharing protocol instance, the simulator proceeds similarly, letting
honest dealers produce a dealing with a valid outer dealing ODp but with a
random encrypted inner dealing FIDp. It now waits for validly signed dealings
by tp different dealers L for the same value C’ to appear on the broadcast
channel. It recovers the corrupt dealers’ inner dealings as before. If any of
the inner dealings are invalid, S produces honest random inner dealings for all
honest dealers in L and programs them into Hgear. If all are valid, S does the
same for all honest dealers except one De LNHD, where it creates a simulated
dealing with commitment

1/Ap 5(0)

cy« |/ I o=
DeL\{D}

encrypting to all corrupt recipients R € CR

spré |sr— D Ap(0)-wp(R) | /AL 5(0)
D'eL\{D}

and encrypting zero to all honest recipients.
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6.3 Reductions

In this subsection, we prove the following theorem:

Theorem 1 The DKG protocol suite from Section @ securely realizes Faig in
the F = (Fiob, Ferss Fro, Fpki)-hybrid model if the ICDHI1 assumption holds in

G, the discrete-logarithm assumption holds in G, and DS is uf-cma secure.

More specifically, for all efficient environments £ and adversaries A, there
exists an efficient simulator S and efficient algorithms By, Ba, Bs such that

| Ideal; % (k) — Hybridg o /7 (k)| < np - AdvER (k) +2 - AdVET! ()
G +nd+2ndqn  qu  2n3Naqu  2ndqu

o G

+ Advgf’g3 (k) +

where np = |D| is the number of dealers, N and M are parameters of Hen, qu
1s the number of random-oracle queries made by A, p is the order or G, and k
is the security parameter.

We describe a sequence of games with the real-world adversary A and envi-
ronment £, where the goal of the environment is to distinguish in which of two
subsequent games it’s executing. Let ¢; be the probability that £ outputs 1 in
Game 1.

Game 0: Hybrid world. This is the hybrid-world experiment, where the
hybrid-world adversary A controls all corrupt parties in a session sid of the DKG
protocol suite. The experiment runs all real-world honest parties using the real
DKG protocol suite as well as the subfunctionalities G = (Fiob, Fers, Fros Fpki)
based on inputs from the environment £. We have that

o = Hybridz 7% (k) . (4)

Game 1: Signature unforgeability. In this game, the experiment aborts
when a message is submitted to the broadcast channel that contains a valid
signature by an honest party, but that honest party never signed this message.
Given such an environment £ and adversary A, one can easily construct an
algorithm B; that breaks the existential unforgeability under chosen-message
attack (uf-cma) of the digital signature scheme DS by choosing one of the np —
fp honest dealers at random as the “challenge” dealer D, using its signing oracle
to simulate signatures by 15, and outputting the forged signature as soon as one
is submitted to the broadcast channel. We have that

AdviER () > 1]
np
or equivalently,
ler —e| < np -Advg;rg? (k) . (5)
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Game 2: ZKP soundness. The experiment now sets the common reference
string that is generated by Fe.s and used by the MRE scheme to crs < g%
for a random dk.,s <g Zp, where G, p, and g are the group, group order,
and generator used by the MRE scheme, respectively. This change is purely

conceptual and doesn’t affect the adversary’s view at all.

Also, this experiment aborts whenever a valid inner or outer dealing D =
(C, h, p) created by a corrupt dealer cannot be validly decrypted by some hon-
est recipient P or by dk.s. (Note that in the case of an outer dealing, the
“recipients” of the dealing are actually the dealers of the DKG protocol in-
stance; hence, we refer to them here as a generic party P.) More particularly, it
aborts whenever the dealing is valid according to VESS .VerifyDealing, but fails
to decrypt to a share sp such that cP = g°? for an honest recipient P, or
the encryption to the sky fails to decrypt by dk..s to a polynomial w such that
C =g~

The probability that the experiment aborts is bounded by the soundness of
the cut-and-choose zero-knowledge protocol in the VESS scheme. Overall, we
therefore have that

2
q qua
‘62—€1| < 72213{+7(N) . (6)
M

Game 3: Simulate ZKPs. In this game, when an honest dealer calls VESS .Deal,
it simulates the cut-and-choose zero-knowledge proof by programming the Hcy
random oracle. It does so by choosing a random set S <—g ([ﬁ]) and

e for k € S, choosing a random w} g Z!, computing C}; + g“r /C, and
computing E}, as an encryption of w”(P) —w(P) for all corrupt recipients
P of the dealing, and as an encryption of zeroes for all honest recipients
P and for the CRS,

e for k ¢ S, by choosing random seedy, +—g {0, 1}* and by computing C’, and
E}, as in the honest protocol, i.e., computing (ry,w},) < HL  (k, seedy, ad)

and using the polynomial wj, and randomness rj to compute C., Ey.

It then computes h + Heomp(ad,CY, Eq,...,C'y, Ex) and programs Hc, so
that Hep(ad, C,h) = S.

This programming will fail if He,(ad,C,h) was already defined. If h is
“fresh”, meaning the random-oracle query Heomp(ad, C1, E1,...,C'y, Ex) was
new when the experiment made it in the simulation, then the probability of any
of the at most gy entries in the table for Hg, containing h is at most g/ 22k,
If (ry,w},) is fresh, meaning that HL (K, seedy, ad) was undefined prior to the
simulation, then the probability of h not being fresh is at most qu/p** < qu/p.
The probability of (r,w},) not being fresh is bounded by the probability of the
event that one of the at most gy entries in the table for H,,, already contains

the random seed seedy, i.e., by qu/2".
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Each dealing requires Hg, and Heomp to be programmed once and HeXp to be
programmed N — M times, so that the programming for a single dealing fails

with probability at most

qua
92k

LS

qu
— N—-M .
o ) o

The np — fp honest dealers each broadcast at most 2(fp + 1) VESS dealings
(one inner and one outer at each iteration, with up to fp retries in a re-sharing).
The overall probability that the random-oracle programming goes wrong in any
of the simulations is therefore bounded by

N
2(fp +1)(np — fo) (£+?+(N—M).§) < 2} (qH+q;+ qH)

where we use the fact that 0 < fp < np and M, gy > 0, so that

2ndqu | 2ndqu  2n3Nqu
22& P + A

les —ea| <

Game 4: Encrypt bogus shares to honest parties. This game, whenever
an honest dealer D calls VESS .Deal, the experiment replaces the MRE cipher-
text components in unopened ciphertexts (i.e., where k € S in the simulated
zero-knowledge proof) intended for honest parties with random strings. More
particularly, for & € S, it replaces the share components in the MRE FE that
correspond to an honest party’s key with random strings of the appropriate
length. This doesn’t affect the creation of the rest of the zero-knowledge proof,
as that is already simulated since Game 3.

Given an environment £ and an adversary A that can distinguish the ex-
periments in Game 3 and Game 4, we construct the following algorithm B that
solves the ICDH1 problem in G.

Note that because we’re reducing straight from ICDH1, rather than modeling
MRE as a separate primitive and reducing from its CPA or CCA security, we
can actually do without the typical hybrid argument and their associated loss in
tightness. Instead, we exploit the random self-reducibility of the Diffie-Hellman
problem to embed the challenge B in every honest party’s public key ekp and
the challenge A in every ciphertext at the same time.

On input (A = g%, B = g°), B sets crs < B and sets the encryption key of
each honest dealer D to ekp < B¥? where dkp < Zp, where G, p, and g are
the group, order, and generator used in the MRE scheme.

For each time 4 that an honest dealer D invokes MRE .Encrypt(ek, m, ad)
in an iteration £ € S of the zero-knowledge proof, it chooses pp; ¢ Z,. It
sets Fg < APPi and uses random strings of the appropriate length for the
components F1,..., E, and keeps a record (ad, ek, Ey, pp,i, m).

Note that the honest parties don’t know their own decryption keys, so cannot
decrypt the ciphertexts in incoming dealings using the regular MTRE .Decrypt
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algorithm. Instead, for dealings created by honest parties, they decrypt using
the plaintext messages m in the stored record. For dealings created by corrupt
parties, B uses dk.ps to decrypt the polynomial w) encrypted to the CRS and
computes the share of honest party P as s, p < w}(P).

Whenever A makes a random-oracle query Henc(ad, j, ekj, Eo, F'), By checks
whether it has a stored record (ad, ek, Eg, p, m). If not, then By simply returns
a random string as usual. If so, then it makes a query DDHl(ekg',F) to its
Diffie-Hellman oracle. If the oracle returns 0, By returns a random string as
the random-oracle response. If the oracle returns 1 and ek; is an honest party
D’s key in ek, then By halts, outputting C' < F/(Pdkp) a5 its solution to the
ICDH1 problem. If the oracle returns 1 and ek; = crs, then By also halts,
outputting C' < F1/(Pdkers) ag its solution. If the oracle returns 1 and ek; is
the public key of a corrupt party P € C in ek, then By programs the random-
oracle to respond F; & mp, where mp is the message that was supposed to be
encrypted to P.

It is clear that if A never makes a random-oracle query Henc(ad, j, ek, Eo, F)
that causes By to halt, then its view is independent of the messages m; =
E; ® Henc(ad, j, ek, Ey, F). If it does make such a query, then B, always wins
the ICDH1 game. We therefore have that

les —e3| < Adviéfjgi (k) . (8)

Note that we could have avoided using the encryption to the sky in this
game hop by proving security under the ICDH2 assumption instead of the
ICDH1 assumption. We could have used the DDHy oracle to decrypt honest
parties’ shares in corrupt parties’ dealings by finding a random-oracle query
Henc(ad, 4, ek, Eo, F) such that DDHg(Egk”,F) = 1. That wouldn’t have elimi-
nated the need for encryption to the sky, however: in Game 7, we’ll see that the
simulator online-extracts corrupt parties’ shares from corrupt parties’ dealings
in order to ensure that corrupt parties are dealt unbiased shares.

Game 5: Encrypt bogus polynomials to CRS. This game, whenever an
honest dealer D calls VESS.Deal, the experiment replaces the component in
unopened MRE ciphertexts that encrypts a polynomial (w},) to the CRS with
a random string. More particularly, for k € S, it uses a random string F,, 1
of the appropriate length for the last encryption-to-the-sky component of the
ciphertext E = (Ey,...,E,+1). Again, this change doesn’t affect the zero-
knowledge proof, as it is already simulated.

Given an environment £ and an adversary A that distinguish between Game 4
and Game 5, consider the following algorithm Bj solving the ICDH1 problem
in G. On input (A = g% B = g°), B} sets crs < B.

When an honest dealer calls

MRE Encrypt(ek, m, ad)
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in an iteration k € S of the zero-knowledge proof, it chooses p g Z,, sets
FEy + A”, uses a random string of the appropriate length for the components
Ey,...,E,1, and keeps a record (ad, ek, Eg, p, m).

Whenever A makes a random-oracle query Henc(ad, j, €kj, Eo, F'), BY checks
whether it has a stored record (ad, ek, Ey, p, m) for some m with ek; € ek.
If not, B} returns a random string. If so, it makes a query DDHl(ek§7F) to
its Diffie-Hellman oracle. If the oracle returns 0, B35 returns a random string.
If the oracle returns 1 and ek; # crs, then Bj programs the random-oracle to
respond E; & mj. If the oracle returns 1, j = n+ 1 and ek; = crs, then B
halts, outputting C' « F/? as its solution to the ICDH1 problem.

It is clear that if A never makes a random-oracle query Hene(ad,n + 1, crs,
Ey, F) that causes B to halt, then its view is independent of the messages
encrypted to the CRS. As soon as it does make such a query, B5 wins the
ICDH1 game, so that _

le5 —ea]| < AdvE (x) - )

Game 6: Lazily program inner dealings. In this game, all honest dealers
replace the encrypted inner dealing FID in their dealings D = (OD, EID) with
a random string of the appropriate length. Only when the first honest dealer
broadcasts its decryption shares for the outer dealing does the experiment pro-
gram the random oracle Hgca to match the actual inner dealings.

The adversary’s view is identical to the previous game, unless it makes a
random-oracle query Hgeai(sid, D, zp) before an honest dealer broadcasts its
decryption shares. We show that any environment £ and adversary 4 that do
so can be turned into an algorithm B3 solving the discrete-logarithm problem
in G.

On input Y € G, B3 runs £ and A as in Game 5, but lets each honest
dealer D € HD create its outer dealing ODp as follows. Rather than following
VESS.Deal by encrypting a random polynomial w and computing C + ¢“,
it chooses random shares zp ps <—g Z, for all corrupt dealers D’ € CD and a
randomizer pp <—g Z,, computes C' by interpolation in the exponent as

C «— YPpAco. H gZD,'D"Ac/,D/ ,
D'eCND

and encrypts the correct shares zp ps to all corrupt players. Then B3 uses bogus
encryptions for all honest parties and the CRS as in Games 4 and 5. Note that it
thereby implicitly defines zp = pp -log, Y and creates a VESS for a polynomial
w defined by w(0) = zp and w(D’) = zp p for all corrupt dealers D'.

When the adversary makes a random-oracle query Hﬁeal(iz’d,D,ZD) with
g°? =Y PP algorithm B3 outputs zp/pp as the discrete logarithm of Y.

Algorithm Bs succeeds in solving the discrete logarithm problem whenever
A makes a random-oracle query that would allow £ to distinguish this game
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from the previous one. We therefore have that

leo — 65| < AdvEg (k) . (10)

Game 7: Force the final outcome. At the beginning of this game, the
experiment chooses a random polynomial w(X) ¢ Z,[X] <, and ensures that
the outcome of the protocol is a dealing with commitment C = ¢g“ where all
corrupt recipients R € CR receive a valid share sg = w(R).

It does so by using random strings for the honest dealers’ encrypted inner
dealings FID as in Game 6 and by extracting the corrupt dealers’ inner dealings
as IDp < EIDp&® Hﬁeal(iid, D, zp) for D € CD as soon as their dealings appear
on the broadcast channel, and before any decryption shares become known.
Note that the adversary must have made the query HY_,,(#id, D, zp) when it
created the dealing, otherwise the inner dealing will be a random string and
will be invalid with overwhelming probability; merely the probability that the
value i in the dealing matches the output of Heomp is at most 1/ 22% or at most
f3/2%% < n? /2% over all at most fp + 1 iterations of the protocol involving at
most fp corrupt dealers each. Also note that the experiment can easily find the
correct entry by computing ¢*? and checking whether c = g*? where C' is
taken from the outer dealing.

From the inner dealing IDp, it extracts the polynomial wp that was secret-
shared in IDp using dk.s. It then programs the random oracle Hgen to fix the
honest dealers’ dealings after seeing the corrupt dealers’ dealings. Let L be the
first fp 4+ 1 (in a fresh dealing) or ¢tp (in a re-sharing) dealings to appear on the
broadcast channel. The experiment lets all honest dealers D € L share random
polynomials wp, except for one honest dealer D € L where it sets

wWpH — w — Z wp
DeL\{D}

for a fresh dealing, or

W ZDeL\{’b} AL,’D(O) " WwWp
AL,’D(O)

OJﬁ<—

for a re-sharing.

This change does not impact the adversary’s view beyond the probability of
random strings turning out to be valid dealings mentioned above, so we have

that
2

n
ez —es| < 272. (11)

Game 8: Simulate based on C and corrupt shares. Note that, due to
Game 4, the experiment doesn’t let honest dealers encrypt real shares to other
honest users, or real polynomials to crs. We can therefore perform the full
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simulation in Game 6 based on just the corrupt parties’ shares {sz }rernc and
the polynomial commitment C'.

More particularly, for a fresh dealing, the experiment can compute the poly-
nomial commitment Cp for the honest dealer D and the shares sp 5 it sends
to corrupt recipients R as

Cpr+—C— H Cp and spp < srR— Z wp(R) ,
DeL\{D} DeL\{D}

respectively, and for a re-sharing, as

/AL 5(0)
cy«|c/ I o™
DeL\{D}
and
SR = 2per\(py AL,p(0) - sp.R
AL,@(O)

This game change is purely conceptual, so that

Sﬁ,R —

|€8—€7| =0. (12)

Game 9: Ideal world. From the previous game, it is easy to carve out the
simulator S from Section that simulates the full protocol based on a given
polynomial commitment C' and the corrupt recipients’ shares sg. We therefore
have that

Ideall*s*(x) = es . (13)

By adding up Equations (4HL3|), we get

| Ideal s — Hybridz /9| < np - Adviag (k) +2- AdviEs! (k)
gg+nd+2ndan  qu . 2niNgu  2n3 Nan

22 DR ’

+ Advgf’gg (k) +

(14)

as stated in the theorem, where By is whichever of the algorithms By and B
above that has the highest advantage.

6.4 Completeness

Theorem 2 If the DKG protocol suite from Section [ is instantiated with con-
crete protocols that securely realize Fpii and Fion and that satisfy their respective
completeness properties, then the resulting DKG protocol satisfies the complete-
ness property from Section[0.1].
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Proof. We first prove the first part of the completeness property, namely that
in a generation instance where at least fp + 1 honest dealers D C D invoke
generate, then all honest recipients eventually receive a share.

All dealers D € D who invoke generate will first broadcast an honestly
generated encrypted dealing (ODgp, EID ). By the completeness of the total-
order broadcast protocol, all dealers in D’ therefore eventually receive at least
fp + 1 encrypted dealings.

By the correctness of the broadcast protocol (i.e., because it securely realizes
Fiob), all dealers receive messages in the same order, so all dealers in D agree
on the list of first fp + 1 valid encrypted dealings L. Note that L may but
doesn’t have to contain dealings by dealers in D.

Each dealer D € D then decrypts its shares from the outer dealings in L and
broadcasts (2p p)prer. By the validity of the outer dealings and the soundness
of the VESS scheme, all of these shares zp, 5 are valid in the sense that they
satisfy VESS VerifyShare.

By the completeness of the broadcast protocol, all dealers in D eventually
receive fp —+ 1 valid sets of decryption key shares from different dealers that can
be combined to recover the inner dealings IDp/, D’ € L. By verifying the inner
dealings using VESS.VerifyDealing, they all compose the same list L’ C L of
inner dealings IDp/, D' € L’.

Since the original list L contained f + 1 encrypted dealings by different
dealers, at least one of them must have originated from an honest dealer. At
least one inner dealing must therefore be valid as well, so L’ is non-empty, and
all honest dealers agree on this set L’. All fp+1 dealers in D eventually receive
this set L’ and broadcast their signatures on it, so that eventually all honest
dealers receive at least fp 4+ 1 valid signatures and can compose the dealings
package pkg.

Finally, by the completeness of the VESS scheme, all honest recipients can
recover a valid share from the dealings in pkg.

The second part of the completeness property is proved analogously. A re-
sharing instance with at least tp participating honest dealers will eventually
agree on a set L’ of tp valid inner dealings to include in the dealings package.
A notable difference is that it may take up to fp+1 attempts until a list L’ of tp
valid inner dealings can be collected. Eventually, though, all honest dealers will
compose a valid dealings package that all recipients can extract a valid share
from.

7 Security of a Simple Hash to Curve

In principle, each DKG protocol instance needs a fresh common reference string
crs <—g G. The most practical way to obtain it is to derive crs from a random
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oracle Hes @ {0,1}* — G on the public instance identifier iid, i.e., crs «
Hers(iid, inner) and crs < Hes(iid, outer) for the inner and outer dealings in
a DKG instance.

Standards for hashing into elliptic-curve groups [FHSST23, [BCI™10| are
rather intricate because they mandate constant-time implementations to pro-
tect against side channels that leak a secret hash input. In our use case, the
hash input (the identifier 7#d) is entirely public, so side-channel leakage does
not pose a threat. Consequently, the constant-time machinery of the standard
constructions is unnecessary overhead here.

Boneh, Lynn, and Shacham [BLS04] described the simpler “hash-and-check”
algorithm that hashes to an elliptic curve based on a hash function that maps
to the underlying prime field. More specifically, let E/F, be an elliptic curve
of prime order p, i.e., of cofactor 1, over a prime field F, defined by y* =
f(z) mod ¢, so that G = E/F, and every point on the curve lies in G. Given
a hash function H, : {0,1}* — F, x {0,1}, the hash-to-curve algorithm H., :
{0,1}* — G works as follows:

Heps(m):
fori=0,...,1—1:
() = Hy(il|m)
if f(z) is a quadratic residue in F, then:
let yo,y1 be the two square roots of f(z) in some full ordering
return (z,ys) € E/F,
return failure

The parameter I bounds the number of trials and is chosen so that the failure
probability 277 is negligible; since each trial finds a quadratic residue with
probability roughly 1/2, the algorithm returns failure only with this negligible
probability.

Boneh et al. proved that the above construction is safe to use in the BLS
signature scheme if H, is a random oracle. We prove a stronger property here,
namely that it is also indifferentiable [MRHO04] from a random oracle, which
essentially means that if H; behaves like a random oracle, then Hg behaves
like a random oracle too. We prove this property in the UC framework in the
following lemma.

Theorem 3 The hash function Hes securely realizes FS, in the ]-'Ef -hybrid
model, where Hy is modeled as a random oracle.

Proof sketch. We have to build a simulator & that acts as the adversary
in the ideal world with €, and presents any hybrid-world adversary A and

ro’
environment £ with a proper simulation in the ]-'E;’ -hybrid world.

When A queries fﬂ%sz‘d, m), S proceeds as follows. If m can be parsed as
illm’ with 0 <4 < I, then it checks whether T'[0, m/] has already been defined
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in a table T that it keeps in memory. If not, then for j = 0,1,..., it chooses
(xj,b;) =g Fg x {0,1} until f(z;) is a quadratic residue or j = I. If f(z;) is
not a quadratic residue, then S sets T'[j, m'] <— (z;,b;). If it is, then S queries
(z,y) < FE(sid, m’), computes the ordered square roots yo,y1 of f(x), sets b
such that y = yp, and sets T'[j, m'] < (x,b). If now T[¢, m'] is still not defined,
it sets T'[i, m'] <—¢ F, x {0,1}. It then returns T'[¢, m'].

One can see that, by proceeding this way, the outputs of ]-"E;’ are correctly
distributed as random elements of F, x {0,1}, and that if S (m') = (z, ),

then Frd (i]lmsg’) = (x,b) for the smallest ¢ where f(x;) is a quadratic residue.

8 OCR Integration

We implement the total-order broadcast channel with Chainlink’s Offchain Re-
porting (OCR) 3.1 protocol |[BCCT25, IBCK™24, [Cha26a]. More particularly,
we integrate the DKG protocol suite into the OCR 3.1 protocol as a so-called
reporting plugin. While doing so, we “piggy-back” on OCR 3.1 by re-using some
of its internal signatures in the DKG protocol.

8.1 OCR 3.1 Protocol and Reporting Plugins

OCR 3.1 is a Byzantine fault-tolerant offchain protocol run by np oracle nodes
(in our case, the dealers D) that jointly form a decentralized oracle network
(DON). The OCR 3.1 protocol operates as a replicated state machine that
processes observations by individual nodes and produces attested reports that
can be consumed by on-chain and off-chain targets. It tolerates fp < np/3
Byzantine oracles and operates under partial synchrony.

Each OCR 3.1 protocol instance is parameterized by a reporting plugin that
defines observation, aggregation, state transition, and report filtering logic.

High-Level architecture. OCR 3.1 is a leader-driven consensus protocol
that consists of five concurrent sub-protocols:

e The atomic outcome generation protocol executes in global rounds with a
designated leader for each round and reaches consensus on actions associ-
ated to contiguously increasing sequence numbers. During each round, the
leader collects signed observations from other nodes and, if conditions for
proceeding are met, aggregates these into a state transition, and produces
a vector of reports. These four operations are specified by the reporting
plugin, which also maintains some state encoded as a key-value state.

e The pacemaker protocol assigns a leader for each epoch to ensure progress.
Epoch changes can be triggered by a configurable leader tenure limit or
occur when lack of progress is detected within a round.
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Figure 6: Overview of an OCR 3.1 protocol round and hooks for the reporting
plugin interfaces, with party P; acting as the leader.

e The state synchronization protocol enables lagging nodes to catch up with
the latest agreed-on state of the replication plugin, so they can continue
participating in the atomic outcome generation protocol.

e The report attestation protocol collects a configurable quorum of signa-
tures (called an attestation) on the reports. A quorum of fp+1 signatures
ensures that at least one honest oracle produced the report in the outcome
generation protocol.

e The transmission protocol ensures a staggered submission of attested re-
ports on chain.

Reporting plugin interface. Reporting plugins make OCR 3.1 configurable
for a specific use case: it defines what to observe, how to validate and aggregate
observations to mutate the replicated key-value state, and which reports to emit.

Figure [6] depicts the protocol flow of an OCR 3.1 round. The plugin’s state
is captured by the key-value state kvs. OCR 3.1 calls the following interfaces of
the reporting plugin for each round:

Q@ «+ query(sn, kvs): At the start of the round, the leader creates the query @
for this round by calling the query interface of the plugin with the sequence
number sn and kvs as input. It then sends @ to all other participants.

O; « observation(sn, @, kvs): Each participant P; then calls the observation plu-
gin interface to create its observation O; and sends it to the leader.

b « validate-observation(sn, @, O;, kvs) and q « observation-quorum(r, @, O, kvs):
The leader verifies each incoming observation by calling the validate-observation
plugin interface, which returns a boolean b, and includes at most one valid
observation per participant in an observation vector O. This process con-
tinues until ¢ = observation-quorum valid observations have been collected.
The leader then sends O as a proposal to all participants, who each check
that g entries in O satisfy validate-observation.
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(R, kvs') < state-transition(sn, Q, O, kvs): After verifying that validate-observation
holds for observation-quorum observations in O, each participant locally
invokes the plugin’s state-transition interface. This produces a (possibly
empty) vector of reports R and tentatively updates the key-value state
to kvs'.

When a participant commits the observations for the round, which occurs
after the two voting phases with prepare and commit messages as shown
in Figure @ the updated key-value state kvs’ is persisted.

In addition, and not shown in the figure, the report attestation protocol
collects a number of signatures for each report in R to further process the
reports.

Implementing total-order broadcast. One can use the plugin interfaces
of OCR 3.1 to implement the total-order broadcast functionality Fio, from
Figure [T] as follows.

Party P maintains a local buffer of messages, which stores messages that it
has broadcast but that have not yet been delivered. Whenever P broadcasts
a message m, it adds m to the buffer. At every invocation of its observation()
interface, the plugin function then returns all messages in the buffer as the
observation Op.

According to OCR 3.1, the leader aggregates sufficiently many observations
in an observation vector O that is included in a proposal.

Whenever some O is committed, party P writes the messages contained in
O to its key-value state, with increasing sequence numbers and in the order
that they appeared in the leader’s proposal. Furthermore, when a message m
of P appears in a committed observation vector O, then P removes m from its
buffer, so that duplicate messages are filtered out.

The delivery of each message can be done by triggering a corresponding
event whenever OCR 3.1 outputs a report. Alternatively, each party may look
up the history of observations in its key-value state directly and deliver them
to an application.

As an additional feature, not modeled by Fiop, OCR 3.1 can emit attested
(i.e., signed by f+ 1 parties) reports derived from the observation vector O and
the key-value state. We leverage this to obtain, in-band and within the same
round, a quorum of oracle signatures on the dealings package, thereby avoiding
a separate OCR round devoted solely to signature collection.

8.2 The DKG Reporting Plugin
We now describe how the DKG protocol suite from Section [5|is embedded into

an OCR 3.1 reporting plugin. We first do so for a fresh dealing; we’ll explain
the differences in a re-sharing immediately after.
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Plugin overview. The dealers D in a DKG protocol instance also form the
oracle nodes in an OCR 3.1 DON. All dealers read their initial configuration
from a smart contract on chain that instructs the nodes to start OCR with
the DKG reporting plugin. The nodes will execute a single instance of the
DK G.Deal protocol and emit the resulting dealing package pkg as an attested
report. The on-chain configuration specifies the public keys of all dealers D and
recipients R, together with the number of corrupt dealers fp and the recipients’
reconstruction threshold ¢r. The instance identifier iid is uniquely determined
by the config contract address and the config digest. The nodes obtain their
secret keys from a local key store.

The DKG protocol is implemented as a state machine, where the current
state is kept in the replicated key-value state kvs. The plugin interfaces behave
differently in each phase. Each phase takes at least one OCR round, but could
take multiple rounds if no progress was made in the previous round.

All nodes are initially in the DEALING state to perform the first phase of the
DICG.Deal protocol, where each dealer contributes an outer and encrypted inner
dealing as its observation. The leader compiles a vector of fp + 1 such valid
dealings that is written to the key-value state and proceeds to the DECRYPTING
state.

In the DECRYPTING state, the nodes perform the second phase of the DIG.Deal
protocol, where all nodes contribute their decryption shares for the outer deal-
ings as observations and the leader compiles a vector of fp + 1 of such observa-
tions. If successful, all nodes proceed to the FINISHED state by locally recovering
the inner dealings as a report and handing it over to the report attestation pro-
tocol.

In the FINISHED state, nodes continuously pass the decrypted inner dealings
to the report attestation protocol. This protocol invokes the reports interface to
produce a report for transmission and collects fp + 1 signatures over it. Once
a quorum is reached, the transmission protocol writes a key-value pair to the
local database, where the key is given by the instance identifier iid, and the
value contains the dealings package, which includes both the inner dealings and
the collected signatures.

Detailed steps. More specifically, in the DEALING state, the dealers proceed
as follows:

1. This epoch’s leader calls the plugin’s query interface that returns an empty
query ). The leader sends @) to all other dealers.

2. Each dealer D, upon receiving @, calls the observation interface of the DKG
plugin. It then runs the first phase of the DKG.Deal protocol to return its
outer and encrypted inner dealing (ODp, FIDp) as its observation Op.
The OCR protocol signs this observation Op and sends it back to the
leader.
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3. Upon receiving an observation Op = (ODp, EIDp) from a dealer D, the
leader verifies D’s signature and calls the validate-observation interface that
verifies the outer dealing as

VESS VerifyDealing(ODp, D, fp + 1, ekp, ad)

for ad = (iid, outer, D, attempt) and returns the result.

If it is valid, the leader adds the signed observation Op to its list of
valid observations O. It then calls the observation-quorum interface, which
returns 1 if O contains at least fp+1 observations. Once it does, the leader
sends O to all dealers.

4. Upon receiving a vector of signed observations O, each dealer verifies the
signatures on the observations, calls the validate-observation interface de-
scribed above on each individual observation, and calls the observation-quorum
interface to check that O indeed contains at least fp+ 1 observations from
different dealers. If so, it continues with the rest of the OCR round and
eventually reaches consensus on the vector O.

5. If the round finishes successfully with a set of observations O, all dealers
call the state-transition function that writes the first fp -+ 1 observations in
O as vector L and the new state DECRYPTING to the replicated key-value
state, without creating any reports.

Once they’re in the DECRYPTING state, the dealers in the next OCR round
perform the following steps:

1. The leader calls the query interface that simply outputs an empty query

@ again and sends it to all other dealers.

2. Each dealer D calls the observation interface that performs the second
phase of the DKG.Deal protocol by

e looking up the vector L = {(OD’, EID,)} from the key-value state,

e computing decryption shares
zpp < VESS.Decrypt(dkp, ODp/, D, ad)

for ad = (iid, outer, D', attempt)
o returning the package of decryption shares (2p/ p)prer as its obser-
vation.

3. Upon receiving such an observation, the leader calls the validate-observation
interface that verifies each decryption share by checking that

VESS VerifyShare(zp p, ODp/, D) =1

for all dealers D appearing in L. If it passes, the leader adds the observa-
tion to a list O. The observation-quorum interface returns 1 if O contains
at least fp + 1 observations, upon which the leader sends O to all dealers.
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4. Upon receiving O, each dealer verifies the observations using the same
validate-observation and observation-quorum interfaces as described above.

5. If the round finishes successfully with a set of observations O, the state-transition
interface runs the last phase of the DXG.Deal protocol by reconstructing
the decryption keys zp, recovering and verifying the inner dealings ID?,
and compiling the list of inner dealings ID as described in Section [f]

It writes ID and the new state FINISHED to the replicated key-value state
and creates a report containing ID. This will trigger the report attestation
protocol to collect a set of fp+1 signatures by different dealers on it, which
thereby forms the dealings package pkg.

The plugin interfaces for the resharing protocol follow the DXG.Reshare pro-
tocol in a similar way as they did for the DIG.Deal protocol above.

One notable change is that the key-value state now also stores the attempt
counter attempt and the list of banned dealers B with the current state that are
initially set to zero and the empty set, respectively.

In the validate-observation interface during the DEALING state, any observa-
tion originating from a dealer listed in B is deemed invalid and is discarded.

If the state-transition interface in the DECRYPTING state fails to recover tp
valid inner dealings, it increments attempt in the key-value state, adds the
dealers with invalid inner dealings to B, and resets the state to DEALING.

Blob dissemination. The OCR 3.1 protocol supports an optimization where
the nodes can asynchronously disseminate arbitrary blobs of data. Specifically, a
node can broadcast a blob to all other participants and wait for signatures from a
Byzantine quorum, which attest to the full receipt of the blob. The combination
of the blob’s digest and the collected signatures forms a blob handle, which serves
both as a proof of availability and as a reference for retrieving the blob content.

In the DKG case, dealers can leverage this mechanism to disseminate their
dealings (ODp, EIDp) as blobs, including only the corresponding blob handles
in their observations. This approach significantly reduces the size of observations
and, consequently, lowers the bandwidth requirements for the leader during the
protocol execution.

By contrast, decryption share packages are not disseminated via blobs, as
they are already smaller than blob handles themselves.

9 Evaluation

We evaluate the performance of our DKG protocol suite implemented as an
OCR 3.1 reporting plugin in Go [Cha26b]. We measure artifact sizes, end-to-
end latency, and network bandwidth across different committee sizes (np €
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{4,7,10,...,31}), modes (fresh generation and resharing), and reconstruction
thresholds (tgr € {fp + 1,2fp + 1}), where the corruption threshold is set to
/o = |(np —1)/3] in all experiments, consistent with the OCR 3.1 Byzantine
fault tolerance bound.

For the distributed experiments, we deployed up to 31 DigitalOcean droplets
of type s-4vcpu-8gb (4 vCPUs, 8 GB RAM, 160 GB disk, Ubuntu 22.04 LTS),
distributed evenly across 8 data centers in 7 regions: New York (2 data cen-
ters), Singapore, Amsterdam, Frankfurt, Toronto, San Francisco, and Banga-
lore. Each experiment runs the DKG protocol for over a hundred cycles to col-
lect statistically meaningful measurements; we report the 95th percentile (p95)
latency to capture tail performance.

Artifacts and Core Computation Times. Figure [7|illustrates the sizes of
the main DKG protocol artifacts: dealings and result packages. Dealing sizes
grow linearlyﬁin np (due to the per-recipient ciphertexts), from approximately
29KB for np = 4 to 120-135KB for np = 31. The result package, i.e., the
aggregated output of the DKG protocol that each recipient needs to recover
their share, grows quadratically, from about 29 KB to over 1.5 MB in the most
expensive resharing configuration (np = 31, tg = 2fp + 1). Decryption shares
are compact at under 1 KB in all configurations.

The computation time of the core operations of creating and verifying deal-
ings for different committee sizes and thresholds is depicted in Figure [§] All
of these were measured on the same DigitalOcean droplet used for distributed
experiments. Creating a dealing takes 180-2000 ms depending on committee
size, with verification taking roughly half that time. The operations to decrypt
or verify a share remain within 10 ms for committees up to 16 and around 23 ms
for the largest committee (np = 31), making them negligible relative to the
network latency.

End-to-end latency. Figure [J] summarizes the end-to-end DKG latency, bro-
ken down into the latency of the dealing phase and of the decrypting phase.
The end-to-end latency grows quadratically with the committee size, consistent
with the O(n3) communication and computation complexity of the protocol:
the DKG protocol finishes in under 2s for np = 4, under 3 s for np = 7, roughly
6s for np = 16, and about 22s for np = 31 at threshold fp + 1. Increasing
the reconstruction threshold to 2fp + 1 has a moderate impact for smaller com-
mittees but increases latency more significantly for np = 31, where the latency
rises to about 40s.

In the dealing phase, fresh generation at both thresholds and resharing at
threshold fp + 1 exhibit very similar latencies. Resharing at threshold 2fp + 1
is slower, because more dealings must be collected.

4There is a slight deviation from strict linear growth at np = 31, where the dealing size
grows more slowly and falls below the linear trend. This is because in our implementation,
the repetition parameter N and subset size parameter M in VESS are not static; we tune
them for each setting of n and ¢ to optimize for bandwidth while maintaining 128-bit security.
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Figure 7: Artifact sizes across different committee sizes and reconstruction
thresholds.
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Figure 8: Core computation times across different committee sizes and recon-
struction thresholds.
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Figure 9: End-to-end latency broken down by phase: the dealing phase (lighter,
upper bars) and the decrypting phase (darker, lower bars).

In the decrypting phase, fresh generation at threshold 2fp + 1 becomes
slower, owing to the higher threshold of the inner dealings that must be de-
crypted and verified. Resharing at threshold 2fp + 1 exhibits an even higher
latency, since resharing the master secret requires more inner dealings to be
decrypted and verified. For the 31-node committee, the decrypting phase grows
from approximately 11s at threshold fp + 1 to 13.4s for fresh generation and
25.5s for resharing at threshold 2fp + 1.

Network bandwidth. Figure [10| reports the average bytes sent and received
per node per DKG protocol. As expected, network bandwidth grows quadrat-
ically with committee size: each node’s outgoing traffic grows from approxi-
mately 117KB for np = 4 to roughly 1.4MB for np = 16 and 4.9MB for
np = 31, reflecting the O(n?) communication complexity of the protocol where
each dealer broadcasts dealings containing ciphertexts for all recipients.

Discussion. The results demonstrate that our DKG protocol achieves practical
performance for realistic committee sizes. For a 16-node committee (a typical
size for Chainlink DON), a full DKG cycle at threshold fp + 1 completes in
roughly 6 seconds and produces a result package of 222 KB. The bandwidth
requirements of approximately 1.1 MB per node are well within the capacity of
modern networks.

The protocol can thus be run periodically to refresh keys without noticeable
service interruption.
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Figure 10: Bandwidth usage across different committee sizes and reconstruction
thresholds.
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